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DETAILED ACTION 

In response to the amendment filled on 10/19/2006, all the amendment to the claims 
have been entered and the action follows: 

Request for Information Under 37 CFR 1.105 

1 . The Examiner requests information under 37 CFR 1 .1 05 regarding the portions 
of the disclosure that provide the written description and enablement support for the 
amended limitations in claim 1 , lines 3-4 and 6-1 1 . 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent In the United 
States. 

3. Claims 1-4, 12-15, and 16-20 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Davida et al. ("On Enabling Secure Applications Through Off-line 
Biometric"). 

Regarding claim 1 , Davida et al. ("Davida") discloses a body part input means for 
generating an information signal impressed with characteristics of a. body part (Sect. 6 
and 6.1), wherein the information signal includes one or more generation errors based 
on variances of the body part (Sect. 1 ; Sect. 3-3.2.1); an index generation means for 
dynamically generating one or more indices from the information signal, wherein the 
one or more indices are generated by processing the information signal (Sect. 5.1, para 
3) by selecting only a portion of the information signal such that generation errors based 
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on variances of the body part are determined to be within a predetermined error level 
within the selected portion of the information signal and generating the indices using 
only the selected portion of the information signal (Sect. 1 ; Sect. 3-3.2.1 ; Sect. 5.1 ; 
Sect. 6.1 ), and a linking means to link at least one of the indices to an identity for the 
body part (Sect. 5.1 ; Sect. 2.2). 

Regarding claim 2, Davida discloses an index as a function of a subset of data of 
the information signal (Sect. 5.1). 

Regarding claim 3, Davida discloses generating indices from different partial 
information from said selected portion of the information signal or transformation of said 
selected portion of the information signal (Sect. 3-3,2.1; Sect. 5.1; Sect. 6.1). 

Regarding claim 4, Davida discloses the information signal impressed with 
characteristics of a body part including a human eye (Sect. 6.1 ). 

Regarding claim 12, Davida discloses applying error correcting codes to reduce 
errors in the information signal before dynamically generating one or more indices from 
the information signal (Sect. 3.2). 

Regarding claim 13, Davida discloses the error correcting codes include 
computing roots of a polynomial over a Galois Field (Sect. 3.2, Algebraic decoding). 

Regarding claim 14, Davida discloses dynamically generating one or more 
indices from the information signal by generating the one or more indices as hash 
values using a predetermined hashing function on the information signal (Sect. 5.1). 
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Regarding claim 15, Davida discloses the indices generated from the information 
signal cannot be used to reveal information about the characteristics of the body part 
included in the information signal (Sect. 5.1, page 155). 

Regarding claim 16, Davida discloses generating an information signal 
impressed with characteristics of a body part (Sect. 6 and 6.1), wherein the information 
signal includes one or more generation errors based on variances of the body part 
(Sect. 1; Sect. 3-3.2.1); selecting a portion of the information signal such that generation 
errors based on variances of the body part are determined to be within a predetermined 
error level within the selected portion of the information signal and generating the 
indices using only the selected portion of the information signal (Sect. 1 ; Sect. 3-3.2.1 ; 
Sect. 5.1 ; Sect. 6.1), processing the selected portion of the information signal to remove 
errors thereby creating a processed information signal (Sect. 3.2; Sect. 5.1), 
dynamically generating one or more indices from the processed information signal 
(Sect. 5.1), wherein one or more indices generated from the information signal cannot 
be used to reveal information about the body part included in the processed information 
signal (Sect. 5.1, page 155), obtaining a biometric template using one or more 
generated indices, wherein the biometric template includes an identity for the body part, 
and verifying the identity for the body part in the biometric template using the one or 
more generated indices (Sect. 5.1). 

Regarding claims 17-20, the arguments analogous to those presented above for 
claims 1 3-1 5 and 4 are applicable to claims 1 7-20, respectively. 
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Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subjeict matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 5, 6, and 8-1 1 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Davida et al. ("On Enabling Secure Applications Through Off-line Biometric"). 

Regarding claim 5, Davida discloses a body part input means for generating an 
information signal impressed with characteristics of a body part (Sect. 6 and 6.1), 
wherein the information signal includes one or more generation errors based on 
variances of the body part (Sect. 1 ; Sect. 3-3.2.1 ); an index generation means for 
dynamically generating one or more indices from the information signal, wherein the 
one or more indices are generated by processing the information signal (Sect. 5.1, para 
3) by selecting only a portion of the information signal such that generation errors based 
on variances of the body part are determined to be within a predetermined error level 
within the selected portion of the information signal and generating the indices using 
only the selected portion of the information signal (Sect. 1 ; Sect. 3-3.2.1 ; Sect. 5.1 ; 
Sect. 6.1),an information hiding means for hiding at least one index to obtain 
transformed biometric templates (Sect. 3.1 ; Sect. 5.1 ), and a verification means for 
verifying transformed biometric template with template linked by associated index (Sect. 
5.1 ). Davida does not expressly disclose a transmission means for transmitting at least 
one transformed biometric template and index pair. However, Davida discloses that the 
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off-line system is also applicable to on-line systems where information is stored in an 
on-line database instead of on storage cards (Sect. 2.2, NOTE), and would thereby 
entail a transmission means. Therefore, it would have been obvious to one of ordinary 
skill in the art to have modified the system disclosed by Davida to expressly include a 
transmission means because it is a well-known methodology routinely utilized in the art 
and enables the reduction of security requirements imposed on the database, where 
privacy restrictions on the information exit (Sect. 2.2, NOTE). 

Regarding claim 6, Davida discloses the information signal is generated from 
multiple readings of the body part (Sect. 5.1 ; Sect. 6.1 ). 

Regarding claim 8, Davida discloses including a hamming weight test (Page 149, 
col. 2; Sect. 6.1). 

Regarding claim 9, Davida discloses validation for authorization (Sect. 1 ; Sect. 

5.1). 

Regarding claim 10, the arguments analogous to those presented above for 
claim 5 are applicable to claim 10. Note, the on-line system entails transmission means 
to accept points. 

Regarding claim 11, Davida discloses the biometric template including at least 
one index composed with the information signal (Sect. 5.1). 

6. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Davida et 
al. ("On Enabling Secure Applications Through Off-line Biometric Identification") as 
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applied to claim 5 above, and further in view of Canetti ("Towards Realizing Random 
Oracles: Hash Functions that Hide all Partial Information"). 

Regarding claim 7, Davida discloses using a hash function as an information 
hiding means (Sect. 3.1 ). Davida does not appear to recognize using exclusive-or for 
signal transformation. However, Canetti teaches that it is known to use a hash function 
including exclusive-or for signal transformation (Page 465, para. 3). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time of the invention to have 
modified the hash function disclosed by Davida to include using exclusive-or, as taught 
by Canetti, because it allows hiding all partial information of the signal (Abstract, lines 
1 6-1 8) to protect a user's biometric template. 

Response to Arguments 

7. Applicant's arguments filed 10/19/2006 have been fully considered but they are 
not persuasive. Applicant argues that all the elements are not considered in rejecting 
the claims. Examine disagrees with this assertion of the applicant and would like to 
point his or her attention to the rejection of the claims above. Therefore, all the 
rejections to the claims have been maintained. 

Conclusion 

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Vikkram Bali whose telephone number is 571 .272.7415. 
The examiner can normally be reached on 7:00 AM - 3:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful; the examiner's 
supervisor, Matthew Bella can be reached on 571 .272.7778. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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